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& E A= PallyCon HE| DRM 22+ E AH|A0| AF8E|= CLI(Command Line Interface) 7|8t
2 1§78 £9| 7|2 /D AFE e e MO}
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1. PallyConNcg : &7t AE A O| Xt&| DRM 73 LICt ( NCG : Netsync Content Guard )

2. PallyConDash : MPEG-DASH CENC &2 2 248 E[&= DRM2 Widevine Modular, PlayReady

2lLICt.

3. PallyConHls : HLS-AES 42 2 28 k= DRM2 FPS(FairPlay Streaming)&{LICt.
PallyCon CLI Packager= NCG, DASH-CENC, HLS-AES &5 3lE 25 X|®3tH, CID(Content ID)
f t

=
Stet g Ao l&Lict

mpd file mpd file mpd file
PallyConHls PallyConDash PallyConMcg Key Info
m3ug file, mipd file,
ts file(zes) mp4 file{cenc) mpa.ncg fle(ncy) PallyCon
Multi-DRM
Cloud
License
(ke rule)
HLS Player HT""::,LE DASH Maobile Player
layer
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PallyConPackager &3 2 & &2 PallyCon HE| DRM 22t E AMHHQ ¢S E|0{ S& FLCt.
PallyCon 22l E MHE iHIé MO|E 8 ZHIX 7| HEE #2|5tH, E2+0|1E 0 A DRM
2loIMA HE @3 Al CIDOI| A ZAE! 7|(CEK) HEE BtolM 2to|MAE erZ 8t

X W7|& st Cla3ol 28I 37|9] 2|4 20 0|49 047 Z7H0| /o{of Hatxo = 17| Fo| TI-FELICH

DASH-CENC, HLS-AES, HLS-NCG Packaging2 Bento4 2LE AA ZEE 0|8350 XME|5tEZ,
Packager &3 Tof ofeiet 2 F7t RES MXI3HOF &LICE (CentOS & Ubuntu & Windows)

1) Bento4 x|
- Of2ff AFO|E O M %[ Al T HEO|L{2|E Cf2 gr& LTt
https://www.bento4.com/downloads/
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oF & At %, bin ZC01 PallyConPackager HO|LHE| ZtUE S

bin/PallyConDash (exe)
bin/PallyConHls (exe)
bin/PallyConNcg (exe)
bin/PallyConKMSAgent.so (dll)

2) Python 2.7x HE x|
#python -V H{T 2.7xx Q1| & ¢l

(FLZE HUHES AHE5H7| 2/ )
usr/lib64/Python2.7/site.py A4 °='7| -> of2 2t Z 0| setencoding()
if= 0 022 E|o{QU= dt2 12 HE

us&
Ill||||
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https://www.bento4.com/downloads/

[site.py]

def setencoding():
"""Set the string encoding used by the Unicode implementation. The
default is 'ascii’, but if you're willing to experiment, you can
change this."""
encoding = "ascii" # Default value set by _PyUnicode_Init()
if 0: #<--097|0 22 12 HZ
# Enable to support locale aware default string encodings.
import locale
loc = locale.getdefaultlocale()
if loc[1]:
encoding = loc[1]
if O:
# Enable to switch off string to Unicode coercion and implicit
# Unicode to string conversion.
encoding = "undefined"
if encoding !'= "ascii":
# on Non-Unicode builds this will raise an AttributeError...
sys.setdefaultencoding(encoding) # Needs Python Unicode build !

3) glibc 2.14+ B x|
#getconf -a | grep libc H™ 2.14 O|&QIX| &0l

3. Command Line Arguments

- PallyConDash&} PallyConHis2| 7 o}zl &40l Bento4 utils(mp4-dash.py, mp4-hls.py)
SME® Olo{E0{ AHSE = Urt.

1. PallyConDash

Command format

./PallyConDash --site-id value --access-key value --contents-id value -i value -o value
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PallyConDash arguments

Name Value Required | Description

--site-id string Y PallyCon Service Site ID (4 byte)

--access-key base64 Y Service Site0l| &2 == o7& 215 7|
encoding PallyCon Admin Site0|A{ & QI

--contents-id string N CID =8 %|H, Z|CH 200 byte

siiE SM0| gle™ Z8 HolEQ o] Al CID &= Ho|XIE
s CIDE MY

Ofm

e

-i string Y =
7K o4k 2124 A| Adaptive-Streaming TH7|E o2 XM

Hrp
O rit
mo

-0 string N Output EH ¥
71& gt #x 2Ix[ol output CIHE{2] MH

--license-url string N 2ho|A 2 URL
7| 2k : hitps:/llicense.pallycon.com/rillicenseManager.do

--config-file string N Site ID, Access key@t Z0| T™HE ZIES MES ot =4
Json, XML T+42 X|§5t0d 7|22 Json(Te SR 7F xmIY A2
xml It & M &)

PallyConDash arguments (External key AF& A|)

Name Value Required | Description
--contents-id string Y CID =& |3, ZICH 200 byte
- string Y HE Oy H
oY 271 0|4 =1 A| Adaptive-Streaming 7|22 M &

-0 string N Output E2H &
718 gt ™ Ix[o] output C[HE{2| MM

--encryption-key string Y Base64 EncodingE CEK(16 bytes)

--license-url string N 2holMA B2 URL
7|2 2k : https:/llicense.pallycon.com/ri/licenseManager.do

—key-id string Y Base64 EncodingE CENC & % 3} key id(16 bytes)

--config-file string N Site ID, Access key@t Z0| T™HE ZIES MESH It =4
Json, XML T+ X|H5t0d 7|22 Json(THe SR 7F xmIY A2
xml IH& M &)

2. PallyConHls

Command format

./PallyConHls --site-id value --access-key value --contents-id value -i value -o value
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PallyConHIs arguments

Name Value Required | Description
--site-id string Y PallyCon Service Site ID (4 byte)
--access-key base64 Y Service Site0l| &2 == m7|E 215 7|
encoding PallyCon Admin Site0|A{ & QI
--contents-id string N CID & xI8, ZICf 200 byte
g QH0| giom 24 7o|E9 o] wAlo| CID w2 Ho|x|E
&3l CIDE dH
--use-ncg-drm None NCG-HLS Packaging =&
N HLS Simple encryption(AES-128) & 23t &/ NCG DRME 0|83} 04
7| #e7t £l 2= MY
-i string HE oY H
Y oY 274 0|4 =1 A| Adaptive-Streaming 7|22 M
-0 string N Output E2
7|2 2k - #™ %I04l output CIHE{E| 4
--config-file string Site ID, Access key%t Z0| ITHE Z{E2 MY It T4,
N Json, XML 7+ 42 X|H5tH 7|22 Json (THY EE A7 xmIY B2
xml T4 X&)
PallyConHls arguments (External key AF& A|)
Name Value Required | Description
--site-id string N PallyCon Service Site ID (4 byte)
--use-ncg-drm S M AL A| 2
--contents-id string Y CID =5 X|H, z|C 200 byte
--use-ncg-drm None NCG-HLS Packaging =&
N HLS Simple encryption(AES-128) & 3} 2! NCG DRME 0|8 35}04
7| #e7t Ele 2= 44
- string HE Oy H
Y o 274 0|4 =4 A| Adaptive-Streaming 7|22 M
-0 string N Output E2H
7|2 2k - #™ 2xI0od| output C|HE{E| 4
--encryption-key string Y Base64 EncodingE! CEK (32 bytes)
32 bytes 7| 74 : KEY (16 bytes) + IV (16 bytes)
--config-file string N Site ID, Access keyQ Z0| T HE ZIES M T ot FA
Json, XML A& X|5tH 7|22 Json (o = EEA I xmIY B2
xml IH& X&)

3. PallyConNcg

Command format

./PallyConNcg --site-id value --access-key value --contents-id value -i value -o value
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PallyConNcg arguments

Name Value Required | Description

--site-id string Y PallyCon Service Site ID (4 byte)

--access-key base64 Y Service Site0f 22 = 7| & 915 7|

encoding PallyCon Admin Site0l|A{ & QI
--contents-id string CID =& |, Z|CH 200 byte
N e S0l giom 2 Ho|EQ o] HWAlo|CID Y=

HO|X|E S5l CIDE dH

- string Y HeE oty

-0 string N Output EH &
718 gt R fIxlofl output CIRE{Z| 284

--license-url string N 2ho|MA B E URL
7|8 2/ : https:/llicense.pallycon.com/ri/licenseManager.do

--config-file string N Site ID, Access key2t 20| DHE ZiE2 MEE It F4.
Json, XML 42 XHstH 7|22 Json (THY =&AL
xmld B2 xml ItA M)

PallyConNcg arguments (External key AF& Al)

Name Value Required | Description
--site-id string Y PallyCon Service Site ID (4 byte)
--contents-id string Y CID =& K|, %Il 200 byte
-i string Y HE oY H
-0 string N Output Z2 &
7|8 2t #&H 2Ixloll output C|HE 2| 44
--encryption-key | string Y Base64 EncodingE! CEK (16 bytes &2 32 bytes)
32 bytes 7| T2 : KEY (16 bytes) + IV (16 bytes)
--license-url string N 2to|MA ErE URL
7|2 2k : https:/license.pallycon.com/ri/licenseManager.do
--config-file string N Site ID, Access key2} Z 0| 4_78'5_' UES MEE I T4,
Json, XML 42 X|§stH 7|22 Json (T & & X7t

xmle 2L xml ZhA x-lg)
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Result format

<?xml version="1.0" encoding="UTF-8"?>
<PallyconPackager>
<RESULT>0</RESULT>
</PallyconPackager>

H30|H 0", o] LME BR= 00l ot ol Z= 2 (4. ol Z= & ZX)

4. oz Z =
Error Code Description
0 M3
1101 A HPo{ Flof IRt gtEO| StLte MEE|X| k& LICt
1102 HRE QIR gto| Y| &LICH (INFO &= HHEfLICH)
1103 A o] Ch2 9| QIR Zkel 77t S R| ef&LC.
1201 mtdo| X|HE B2of IxISHK| L& LICH
1202 ool M2 & = eiaLct (HEH/ TtUolE EH)
1203 ot /EC Mol AmstRAELICH (Z0I7t LT Z&LIct)
1204 ot /E ] Mol AmstA&LICE (Ol&0| LS Zuct)
1205 o/EH Mol MuistiaLIch (&0l BFELICH)
1206 ool sie X2 ols g AMustA&LIC
1207 ol 37|18 Lo =0 A& ct
2001 MHE ¥ g Elle & LR 7 4MsisLICH
2002 MHEREH QR 7t Bt E|I&LICH (INFO & X HhEFLIct)
2003 HZE 25 Ao|=LCt
2004 JHR1 7|7t el Lt
2005 HRE IR 7] Lt
5. Example

* Site ID2} Access KeyZE 222t PallyCon 22 E MH[A 0] 7FISH ok 6, HHHE 2tQlols 2 M elstn

gLt
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PallyConHis : HLS-NCG Packaging

#./PallyConHls --site-id ‘your site id’ --access-key ‘your access key’ --contents-id testcid
--use-ncg-drm -i test.mp4 -o /root/output

PallyConHis : HLS-AES Packaging

#./PallyConHls --site-id ‘your site id’ --access-key ‘your access key’ --contents-id testcid -i
test.mp4 -o /root/output

PallyConDash : DASH-CENC Packaging

#./PallyConDash --site-id ‘your site id’ --access-key ‘your access key’ --contents-id testcid -i
test.mp4 -o /root/output

PallyConNcg : NCG Packaging

#./PallyConNcg --site-id ‘your site id’ --access-key ‘your access key’ --contents-id testcid -i
test.mp4 -o /root/output

PallyConDash, PallyConHls : Adaptive-Streaming Packaging

#./PallyConDash(or PallyConHlis) --site-id ‘your site id’ --access-key ‘your access key’
--contents-id testcid -i test.mp4 test_4Mbps.mp4 test_ 8Mbps.mp4 -o /root/output

PallyConNcg : Using external key

#./PallyConNcg --site-id ‘your site id’ --contents-id testcid --encryption-key ‘your fixed 32
bytes ncg cek’ --license-url ‘your license acquisition url’ -i test. mp4 -o /root/output

PallyConDash : Using external key

#./PallyConDash --site-id ‘your site id’ --contents-id testcid --encryption-key ‘your 16bytes
cek’ --key-id ‘your 16 bytes kid’ --license-url ‘your license acquisition url’ -i test. mp4 -o
/root/output

PallyConHis : Using external key

#./PallyConHls --site-id ‘your site id’ --contents-id testcid --encryption-key ‘your 32bytes cek’
-i test.mp4 -o /root/output
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PallyCon(Dash | His | Ncg) : Using configuration file

#./PallyCon(Dash | His | Ncg) --config-file ‘configuration file path’ --contents-id testcid -i test.mp4
-0 /root/output

[Configuration file example]

config.txt (Default = Json)

".n

{"site-id":"your site id", "access-key":"your access key"}

config.xml

<?xml version="1.0" encoding="UTF-8"?>
<config>
<site-id>"your site id"</site-id>
<access-key>"your access key"</access-key>
</config>

PallyConHis : Multilingual subtitles packaging (Supported only WebVTT)

#./PallyConHls --site-id ‘your site id’ --access-key ‘your access key’ --contents-id testcid -i
test.mp4 -o /root/output [+format=webvtt,+language=de]’'Deutsch subtitles file path’
[+format=webvtt,+language=en]’English subtitles file path’

(&H 1 : https://www.bento4.com/developers/hls/)

PallyConDash : Multilingual subtitles packaging (External WebVTT subtitles)

#./PallyConDash --site-id ‘your site id’ --access-key ‘your access key’ --contents-id testcid -i
test.mp4 -o /root/output [+format=webvtt,+language=de]’Deutsch subtitles file path’
[+format=webvtt,+language=en]’English subtitles file path’

(&1 : https://www.bento4.com/developers/dash/subtitles/)

PallyConDash : Multilingual subtitles packaging (Mp4-Encapsulated TTML subtitles)

#./PallyConDash --site-id ‘your site id’ --access-key ‘your access key’ --contents-id testcid -i
test.mp4 --subtitles -o /root/output

(&1 : https://www.bento4.com/developers/dash/subtitles/)
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